[bookmark: _Toc453654508]Instructions for filling out DD2875 Form

Requirements for SCE User Access to DISA DECC Oklahoma City (OKC): All users must first meet requirements for and have a DoD issued Common Access Card (CAC), as well as being US citizens. They must also be U.S. citizens. The DD2875 is available at http://www.dtic.mil/whs/directives/forms/eforms/dd2875.pdf. Save the form as a pdf to your computer or drive before starting to fill it out. Once you complete Part I of the form and Boxes 26 and 27, date Box 12 first, then sign. Your manager should complete Part II (Boxes 21-25 should be left blank), and date Box 19 and sign. The manager signature must be the same day or later. The Security Officer should date and sign last. If you have questions on how to fill out the form, you can submit an unsigned version to the MDR mailbox for review before you get signatures, or email questions you have about specific fields to: dha.buckley.dec-support.mbx.dsd-mdr-admin@mail.mil.


USER: Complete Part I of the form and Boxes 26 and 27, type a date in Box 12, then sign electronically using your CAC. Email the form to your manager next.
1. Mark the form as an Initial request if you do not have a current MDR/SCE user account or user id. 
2. Date the top of the form. 
3. The system name is OKC UNIX OOB Access Account, AIX Server Account 
4. The system location is OKC
5. Complete boxes 1-9. Contractors should put CONT in Box 6 for their job title.
6. Box 10 must be checked showing that you completed IA training (also known as Cyber Awareness training). The date in Box 10 must match the date on your IA training certificate. To be current IA training should be completed within the last 10 months.
7. Date Box 12 matching the format YYYYMMDD
8. Type your name in Box 26.
9. For Service node access complete Box 27 with the following information: 
OOB Access to OKC with UNIX profiles.
Server account creation on the following AIX servers:
SCE Service: N2131, cship-name UTINIP24
MDR MCAT: N2150, cship-name UTINIP26: Account_locked=false, rlogin=false, login=true
***SATX SA: Once OS accounts are created on the AIX Servers please DO NOT notify the user.  Instead please notify the SDD Access Office and SDD DP Ops personnel that the ID has been created.***
1.) User Name (Last, First, Middle In.): 
2.) Date of Birth (MM/DD/YYYY): 
3.) EDIPN (10 digit number on the back of your CAC): 
4.) DSA # (Required for contractors): 
5.) PIN (4 digit PIN):

For Corporate node access complete Box 27 with the following information: 
OOB Access to OKC with UNIX profiles.
Server account creation on the following AIX servers:
[bookmark: _GoBack]SCE Service: N2130, cship-name UTINIP23
MDR MCAT: N2150, cship-name UTINIP26: Account_locked=false, rlogin=false, login=true
***SATX SA: Once OS accounts are created on the AIX Servers please DO NOT notify the user.  Instead please notify the SDD Access Office and SDD DP Ops personnel that the ID has been created.***
1.) User Name (Last, First, Middle In.): 
2.) Date of Birth (MM/DD/YYYY): 
3.) EDIPN (10 digit number on the back of your CAC): 
4.) DSA # (Required for contractors): 
5.) PIN (4 digit PIN):

10. Sign electronically with your CAC card in Box 11. This will be an option when you hover the curser over the box. This is an electronically secured form and handwritten signatures are not accepted. Signing will lock this portion of the form so make sure all fields are correct before signing.

MANAGER: Complete Part II of the form leaving Boxes 21-25 blank. Date Box 19 before signing in Box 18 electronically with your CAC card. Email to the security officer next, or have the user email the form to the security officer.
1. Box 13 should simply state the job responsibilities that require the user to have access to the MDR.
2. Indicate in Box 14 if the type of access needed is Authorized or Privileged. Typically this is Authorized.
3. Indicate if they need Unclassified or Classified access in box 15. This must be marked as Unclassified.
4. Box 16 must be checked that they need this access.
5. Box 16a must be completed if the user is a contractor. 
6. Type your name in Box 17.
7. Type the date in Box 19.
8. Sign electronically with your CAC card in Box 18. This will be an option when you hover the curser over box. This is an electronically secured form and handwritten signatures are not accepted. Signing will lock this portion of the form so make sure all fields are correct before signing.

SECURITY OFFICER: The security officer will complete Part III and return to the manager or user for submission.
1. Box 28b must be Top Secret, Secret, or NA. No other values are acceptable. Values that are not Secret or Top Secret should be entered as NA.
2. Be sure that the information matches what is currently listed in JPAS.


PART IV should be left blank. 

Once all the above steps have been completed, email the CE AARF, DD2875, and a recent IA training certificate for the user to dha.buckley.dec-support.mbx.dsd-mdr-admin@mail.mil.

