DHA=

Defense Health Agency

Accessing BCS 4.2: iAS Authentication

B BCS4.2is integrated with SDD’s Identity Authentication Services (iAS) for CAC-
enforcement.

B Upon accessing the BCS URL (https://dha-bcs.csd.disa.mil), users will see the below
DOD banner and click OK, followed by the CAC authentication screen.

MANDATORY DOD NOTICE AND CONSENT BANNER
You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only.

By using this IS (which includes any device attached to this IS), you consent to the following conditions:

+ The USG routinely intercepts and monitors commumications on this IS for purposes including, but not limited to, penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and countenintelligence (CI) investigations.
+ At any time. the USG may inspect and seize data stored on this IS.

+ Communications using, or data stored on, this IS are not private. are subject to routine monitoring, interception, and search, and may be disclosed or used for any USG-authorized purpose.
+ This IS includes security measures (e.g., authentication and access controls) to protect USG interests not for your personal benefit or privacy.
* Notwithstanding the above. using this IS does not constitute consent to PM. LE or CI investigative searching or monitoring of the content of privileged communications. or work product. related to personal representation or services by attorneys. psychotherapists. or clergy. and their assistants.
Such communications and work product are private and confidential. See User Agreement for details.
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a Please click on "CAC/PIV Access” below lo access the application using your Dol Common

Access Card (CAC), Department of Vieterans Affairs (VA) Personal identification Verification
(PIV) card, or DoD Approved ORC or [denTrust External Certificate Authority (ECA)
certificate.

Make sure that your DoD CAC, ECA or VA PIV Is Inserted Into the CAC/PIV reader so that
your identity cerificate Is avallable to the web browser.

1 i reend 1 upelete your Enterris Profie chen :
M T P L Authenticate with your DoD CAC, VA PIV or ECA certificate:

* Update vour Emerprise Profike
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https://dha-bcs.csd.disa.mil/

et
Accessing BCS 4.2: New/Expired Account DHA?

Defense Health Agency

B After successfully selecting their CAC certificate and entering their PIN, users with
a BCS 4.2 account will be directed to the Bl Launch Pad home screen.

booien: YOUR: NAME

Home | Documents

W If the BCS account is expired or the user does not have a BCS 4.2 account, the user
will need to go to the CAC Registration Page.

M CAC Registration hyperlink:

https://sso.csd.disa.mil/amserver/Ul/Login?org=cac pki&authlevel=3&ecrs=true&
goto=https://sso.csd.disa.mil/idm/mhs/CACRegistration.do
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ECRS BCS Access Request Process:

Step 1 - New User CAC Registration

DHA=

Defense Health Agency

Military Health System CAC Registration

Identification

*First Name M1 *25t Name 3

I I E 2npor
incorre:

*Service *Rank Grade
I ) -| |Select Rank -] | Select Grade +|
completing this Registration you agree to the terms and conditions of the Privacy
ended).

By
Act of 1974 (5 U.5.C. 552a, as am
This information may be viewed HERE

Contact Information

* Primary Email Address

* Confirm Primary Email Address

Alternate Email Address

Confirm Alternate Email Address

* Commerical Phone Number

T T e
d

DSN

e Sponsor Organiza
Sponsor Organization

Sponsor Organization™ | Select Organization Bl

Duty Station

Please Enter Your Estimated Change of Duty Station Date
Month: | Month =]  vesr: | Year -]

*Duty Station/Company *Title/Position  DMIS 1D

Region

[ select Region =l

*Location Name *Department/Section Office/Room Number

Office Address

*City #Grate *Zip Code/Postal Code
| [Select State =

“Country
| select Country =

*Required Fields

Users who have used ECRS for other
applications will not need to complete the
CAC registration, but they may be prompted
to validate their information.

New BCS 4.2 users will be redirected to this
page to register their profile within ECRS.

"Service” is for Military, otherwise select
“Service — NOT APPLICABLE” which is for
non-military, i.e. “RANK” drop down of GS;
SES; US Govt/DoD Contractor; or Non-Govt
Civilian.

Sponsor Organization is not part of the ECRS
approval workflow. Applicants should select
the organization which best aligns to their
position.
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ECRS BCS Access Request Process:

L
Step 2 - Access Level Section DHA?

M2 Users Select BCS Application 1 = ‘M2’
|

iDENTITY
AUTHENTICATION
SERVIC

The User Profile section of the form
in generated from the CAC

User Profile . .

Name: Civilian Na%y Service: Navy R g t t d t

Rank: LTIG Grade: 0-2 e IS ra IO n a a *

Title/Position: Uncle’s House Address: 1234 Main Street, Springfield, VA,

DSN: d DMIS ID: tessst H H

s The Application Access Type and

Commerc ial Phone: 1234567890

Applications section of the form are
Application AccesiType K . Stat i C

Appikations P —@l ECRS application list. BCS Users
Select Required Application™ - n n .
should select "BCS" from the list.

S — List of available BCS Subscribing

BCS Ad H H
DULRS: Applications.
DOEHRS-HC
BosBlfetres @ | S oW O If a user requires access to
[ Bes Launchpad Access nbox| EAS_APP e As - Export [J scs webintelligence Rich client
[l Nebintelligence Send Tol = H .
s et St T AN more than one application,
M2
ko eyt e PEP. R users have the option to
Employee [Select Catogory | PEPR-DCS = . . “ . . ”
Eeeusuy PEPR-MH
B identify “BCS Application 2
PEPR-PRDM . . . .
| PePROROF | after the first application is
US Citizen* PEPR-RF (O ves Uno
PEPR-TA
Sy selected.
DOD Information Assurance A TED
DOD Information Assurance Awarq | ED-CRM Oves Ono

ﬁ
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Accessing BCS 4.2: DHA",’_:

Approval Process

User submits 3 . BCS Role Validator SDD Access BCS Application
AARF ST e ] > Approval Office Approval Owner Approval

User submits the request.

Request is sent to the supervisor email provided by the user. If approved, the request moves to the next step. If
rejected, an email is sent to the user.

BCS Role Validator verifies the requested access. If access is approved, the request proceeds to the SDD.

SDD Access Office checks the training certificate and other requirements required for the approval. Upon
completion, the request proceeds to the BCS Application Owner.

BCS Application Owner is the final review to approve or reject the request. If approved, the user is provisioned
in to BCS and an email notification is sent to the user.

O All rejection notifications are sent to the user via email and include the reason for rejection.

O If rejected at any stage, the user is required to resubmit a new request and be processed through the
same approval process.

O Requests can only be modified by the BCS Role Validator.

NOTE: The ECRS workflow only allows for a request to remain for 20 days at each approval step. If a request is not approved or rejected within 20 days, the
request is automatically rejected by the system. If this occurs, the user would need to resubmit their access request through ECRS.
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