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US­CERT Incident Reporting System 
 

UPDATE: As of February 2015, the Department of Homeland Security has issued guidance 
that only confirmed cybersecurity related breaches must be reported to US-CERT.  Non 
cybersecurity related breaches (i.e., paper) should no longer be reported.  However, 
reporting of suspected cybersecurity incidents is optional if you feel meets the criteria for an 
incident. 
 

Breach reporting to the United States-Computer Emergency Readiness Team (US-CERT) can be initiated 
by going to the following link: https://forms.us-cert.gov/report/.  
 
Note:  Any updates to the initial report are to be provided via email to soc@us-cert.gov and the assigned 

US-CERT number must be referenced in the subject line. 

 

 

By scrolling down on the initial screen, the user is directed to a set of blank fields, which serve to provide 
the reporter’s contact information, a preliminary description of the breach, and the corresponding 
impact.  
 

https://forms.us-cert.gov/report/
mailto:soc@us-cert.gov
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Please note that reporting a breach does not assign responsibility or ownership. It is an obligation to 
promptly inform your Privacy Official in accordance with DoD policy so that requisite steps are taken and 
properly coordinated. 

US­CERT Incident Reporting System 
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US­CERT Incident Reporting System 
 

 

 

The following screen seeks to identify background information of the Affected and Attacker systems in 

breaches that are cybersecurity related in nature.  As a reminder, breaches that are not cybersecurity 

related (i.e., paper) should not be reported to US-CERT. 

  



Last revised 6/18/2015                                                                                                                                                4 

 

US­CERT Incident Reporting System 
 

 

 
 

Once these fields have been populated (or leave blank if not applicable), the US-CERT reporting is ready 

to be submitted. By clicking “Next” at the bottom of the screen, the user is routed to the following 

screen, which shows a summary of the report.  
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US­CERT Incident Reporting System 
 

 

This screen will provide the user with an opportunity to verify previous input for correctness.  Once 

verified, clicking “Finish” will submit the report and will also generate a unique US-CERT number.   

NOTE:  It is critical for the user to record the US-CERT number assigned to the breach for accurate 

recordkeeping and for fulfilling additional breach reporting requirements. 

As a reminder, any updates to the initial report are to be provided via email to soc@us-cert.gov and the 

assigned US-CERT number must be referenced in the subject line. 

mailto:soc@us-cert.gov

